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Protected EAP Properties | 2

[ EAP MSCHAPv2 Properties S|

When connecting:

|:| Automaticalhy use my Windows logon name and
password (and domain i any).

| ok || Cancel

|| Certum Trusted Metwork CA
[] Class 2 Primary CA

[] Class 3 Public Primary Certification Authaority -
1| I} | »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) ~| [ configure... |

|| Enable Fast Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLY

|| Enable Identity Privacy | |
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Mot connected s -
I:[IIQ Connections are available
Wireless Metwork Connection A |=

Irancell-Z6000 =

TP-LINK_0724 =

kouroshd4 !!!!]

ook f

HUAWEI-E5172-F5C7 =

lumson |
Open Metwork and Sharing Center J
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802.1X settings | 802,11 settings

Specify authentication mode:

|U5Ef authentication

Save credentials

Delete credentials for all users

|| Enable single sign on for this netwark

(@ Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign an

This network uses separate virtual LAMNs for machine
and user authentication

Ok | Cancel

Windows Security — u

Metwork Authentication

Please enter user credentials

= |
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Protected EAP Properties
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When connecting:
[] validate server certificate

Connect to these servers:

Trusted oot Certification authorities:

[ 2ddTrust External CA Root

[] Baltimare CyberTrust oot

|| Bitdefender Personal CA.Met-Defender

["] Certum CA

[7] Certum Trusted Netwaork CA

] Class 2 Primary CA

[] Class 3 Public Primary Certification Authority

14 | m |

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semred passward (EAP-MSCHAR v2)

7] ( Contpre.. |

|| Enable Fast Reconnect
[ Enforce Metwork Access Protection
[ | Disconnect if server does not present cryptobinding TLY

[ Enable Identity Privacy |
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@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork narme: GSME

Security type: [WPA.Z-Enterplise ']

Encryption type: [AES v]

Security Key: | | Hide characters

[T]start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Mext ][ Cancel ]
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(\;—) 2l Manually connect to a wireless network
Successfully added GSME
% Change connection settings
Open the connection properties so thatI can change the settings.
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G5SME Wireless Network Properties

e |

Security type: |WPA2-Enterprise v

Encryption type: |AE5 - |

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP)

v|| Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

0K | Cancel
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Control Panel\Network JUVRN T I SN P

(&S b1, and Internet\Network and Sharing Center

Not connected 6 =
d:lﬂ Connections are available
Wireless Network Connection ~ |5
GSME M

|
Irancell-Z6000 qﬂ“
TP-LINK_072A Ll
kourosh94 ,‘!“1_
datak ,ﬂ‘“
HUAWEI-E5172-F5C7 1,“1
lumson A

|
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A4S SIS Manage wireless networks (s, o 5L gamiw 43 -Y

- I
’ e ;: + Control Panel » Network and Internet » Netwerk and Sharing Center

Control Panel Home . . . . .
View your basic network information and set up connections

I Manage wireless networks I &II %® Q See full map

Change adapter settings ECOMPUBLIC-1 Internet
(This computer)

Change advanced sharing
settings
View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings

ﬁ- Set up a new connection or network

 Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

5 e Hjﬂ] b Control Panel » MNetwork and Internet » Manage Wireless Metworks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profile types  Metwork and Sharing Center

|, Manually create a network profile sau ;$ ois osls jioled (go 2wy -t

S Ol

@ 2 Manually connect to a wireless network

How do you want to add a network?

A Manually create a network profile

&2 This creates a new network profile or locates an existing network and saves a profile
for the network on your computer, You need to know the network name (55I0) and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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GSME-Guests
Open

GSME
Secured

Enter your user name and password

LJSE‘F name

Cancel

GSME4
Secured

Network settings

7 o

Wi-Fi Airplane mode

4:05 PM
8/7/2017
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@ GSME-Guests
Open

@ GSME

Secured

Continue connecting?

If you expect to find GSME in this location, go
ahead and connect. Otherwise, it may be a
different network with the same name.

Show certificate details

Connect

GSME4

Secured

Network settings

%"

Airplane mode

4:06 PM
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Wi-Fi: On
Turn Wi-Fi Off
AndroidAP a8 =
ATA13650 a8 -
B@harkish 8 -
CE_WLAN =
CHEO5 a =
DaneshCo 8 =
datak 8 =
DIR-615 =
DIRECT-b6-HP M426 LaserJ... @ =
Graphic2 8 =
GSME 8 =
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P The Wi-Fi network "GSME" requires WPA2
? enterprise credentials.

o)

Mode: Automatic

Username:

Password:

| Show password
Remember this network

? Cancel

L ogSh.cdls dalp oz oKl s Sad 4 ek (|3 (gal> o Qsﬁﬁﬂq,ﬁ}é}o S el

DS Iy o s Sl o Sl 5 e 5 i sawlis 03 S 5405 L ynet.sharifiedu 4 axl

UT L 9 od; uL?u.:‘ ‘) GSME ‘o Lgl.md.i..w U""’)‘_\
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€ Settings Wi-Fi

Wi-Fi

.

CHOOSE A NETWORK...

GSME a

4))

GSME-Dongle-F3 =

GSME-Guests

c))

CHR-AR SRR

GSME4 a

o))

Other...

Ask to Join Networks (
Known networks will be joined automatically. If no known

networks are available, you will have to manually select a
network.
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Cancel

4:13 PM

Enter the password for “"GSME"

Enter Password

Username

Password
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Cancel Certificate Trust

srv-ise.gsme.sharif
Issued by srv-ise.gsme.sharif

Not Trusted
Expires 2/26/27,11:09:38 AM

More Details
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Smart network switch

{1 1}
aple

Wi-Fi networks

= GSME
2 Secured

= GSME-Guests
= Open

=, GSME2
= Secured
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Enter jiso ;31,650,048 s Identity ixo js 1, 5,008

A3k 7> Password

GSME

EAP method
PEAP

Phase 2 authentication
MSCHAPV?2

CA certificate
(unspecified)

|dentity

Anonymous identity

Enter password

Show password

Show advanced options

CANCEL SAVE
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